
1
Treatment of Dependent Information in
Multisensor Kalman Filtering and Data Fusion

Benjamin Noack, Joris Sijs, Marc Reinhardt, Uwe D. Hanebeck

CONTENTS
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 State Estimation in Networked Systems . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.2.1 Kalman Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2.2 Multisensor Systems and Networks . . . . . . . . . . . . . . . . . . . . . 4

1.3 Sources of Dependent Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.3.1 Double-counting of Common Sensor Data . . . . . . . . . . . . . . 5
1.3.2 Common Prior Information and Process Noise . . . . . . . . . 7
1.3.3 Strategies for Networked State Estimation . . . . . . . . . . . . . . 7

1.4 Centralized Multisensor State Estimation . . . . . . . . . . . . . . . . . . . . . . . 8
1.4.1 Multisensor Kalman Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
1.4.2 Information Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.5 Cooperative Distributed State Estimation . . . . . . . . . . . . . . . . . . . . . . . 11
1.5.1 Federated Kalman Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
1.5.2 Optimal Distributed Kalman Filtering . . . . . . . . . . . . . . . . . . 14
1.5.3 Hypothesizing Kalman Filtering . . . . . . . . . . . . . . . . . . . . . . . . 17
1.5.4 Consensus Kalman Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

1.6 Decentralized State Estimation and Data Fusion . . . . . . . . . . . . . . . 19
1.6.1 Optimal Fusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
1.6.2 Ellipsoidal Intersection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
1.6.3 Covariance Intersection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

1.7 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

1.1 Introduction
Distributed and decentralized processing and fusion of sensor data is increas-
ingly gaining in importance. In view of the Internet of Things and the vision
of ubiquitous sensing, designing and implementing multisensor state estima-
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tion algorithms has already become a key issue. A network of interconnected
sensor devices is usually characterized by the idea to process and collect data
locally and independently on the sensor nodes. However, this does not imply
that the data are independent of each other, and the state estimation algo-
rithms have to address possible interdependencies so as to avoid erroneous
data fusion results.

Dependencies among local estimates generally can be traced back to com-
mon sensor information and common process noise. A wide variety of Kalman
filtering schemes allow for the treatment of dependent data in centralized,
distributed, and decentralized networks of sensor nodes, but making the right
choice is itself dependent upon analyzing and weighing up the different advan-
tages and disadvantages. This chapter discusses different strategies to identify
and treat dependencies among Kalman filter estimates while pointing out ad-
vantages and challenges.

The study commences with an analysis of the sources of dependencies be-
tween state estimates and with the optimal estimation strategy, which consists
of a centralized processing of sensor data. Although an efficient preprocessing
of sensor data is possible, the central node must have access to each sensor
measurement at each processing step. Therefore, centralized schemes may lead
to unacceptably high rates and volumes of data transfers. Distributing storage
and computation over the network often proves to be an alternative. With the
concept of federated Kalman filtering, dependencies stemming from a com-
mon process noise model can be treated; also an optimal distributed Kalman
filter can be achieved when strict prerequisites are ensured to be met. These
requirements can successively be relaxed by employing hypotheses or by striv-
ing for a consensus among sensor nodes. In a fully decentralized network with
nodes operating autonomously, an optimal fusion strategy is attainable if the
underlying dependencies are accessible. However, bookkeeping of dependen-
cies is often unacceptably expensive in terms of both performance and memory
usage. In this regard, the focus lies on suboptimal estimation and fusion strate-
gies that do not require precise information about the underlying dependency
structure but employ conservative bounds on the dependencies. The concept of
ellipsoidal intersection can be employed to counteract the problem of double-
counting sensor data. Fusion of estimates by means of covariance intersection
is most conservative but also most insusceptible to unmodeled dependencies
and does not require any information about the underlying dependencies. Es-
timation quality and performance of these estimation concepts are considered,
and it is discussed when and how to use them.

Preliminaries

Underlined variables x denote vectors or vector-valued functions, and lower-
case boldface letters x are used for random quantities. Matrices are written
in uppercase boldface letters C. By (x̂,C), we denote an estimate with mean
x̂ and covariance matrix C. The notation x̂ is used for the mean of a random
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variable, an estimate of an uncertain quantity, or an observation. The matrix I
denotes the identity matrix of appropriate dimension. The inequality

C̃ ≥ C or C̃−C ≥ 0

states that C̃−C is a positive semidefinite matrix.

1.2 State Estimation in Networked Systems
State estimation methods are utilized to provide insights into a system’s be-
havior. An estimate for the system’s state is dynamically computed based on
prior information, a process model, and measurements stemming from sensor
devices. The system is characterized by a discrete-time linear process model

xk+1 = Ak xk + Bk ûk + wk , (1.1)

where the system matrix Ak ∈ Rnx×nx maps the state vector xk ∈ Rnx from
time step k to the subsequent step k + 1. The temporal evolution can further
be affected by a control input ûk ∈ Rnu with control-input matrix Bk ∈
Rnx×nu and a white Gaussian process noise wk ∼ N (0,Cw

k ) with covariance
matrix Cw

k ∈ Rnx×nx .
In order to derive an estimate for the system’s state, measurement data

from sensor devices have to be acquired and processed. A multisensor system
typically collects a vast number of measurements ẑi

k ∈ Rnz , i ∈ {1, . . . , N}.
An observation ẑi

k provided by sensor device i at time k is related to the state
through the linear measurement model

zi
k = Hi

k xk + vi
k , (1.2)

i.e., ẑi
k is a realization of zi

k, where Hi
k ∈ Rnz×nx is the measurement ma-

trix and vi
k ∼ N (0,Cz,i

k ) denotes a zero-mean white sensor noise with error
covariance matrix Cz,i

k ∈ Rnz×nz .

1.2.1 Kalman Filtering
With the models (1.1) and (1.2) having a linear structure and being affected
by Gaussian noise terms, state estimates for xk can be computed recursively
and in closed form in terms of the Kalman filter formulas. The Kalman filter
algorithm [14], moreover, embodies an optimal solution to the state estima-
tion problem providing estimates that minimize the mean-squared estimation
error. The Kalman filter calculates the parameters (x̂e

k,Ce
k) where x̂e

k ∈ Rnx

is the estimate at time k given all previous and current observations and
Ce

k ∈ Rnx×nx is the corresponding error covariance matrix

Ce
k = E[(x̂e

k − xk)(x̂e
k − xk)T] .
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Its trace yields the mean-squared estimation error. The recursive processing of
measurement data is carried out by combining the measurement information
with prior information at each time k. The Kalman filter scheme is therefore
composed of prediction and filtering steps. In the prediction step, the process
model (1.1) is employed to provide prior information for the subsequent time
step k + 1. The prediction result (x̂p

k+1,C
p
k+1) is computed according to

x̂p
k+1 = Ak x̂

e
k + Bk ûk (1.3)

and
Cp

k+1 = AkCe
kAT

k + Cw
k . (1.4)

The predicted estimate serves as prior information in the filtering step where
it is combined with a current measurement vector ẑi

k, which is related to the
state by model (1.2). The update formulas are

x̂e
k = x̂p

k + Ki
k(ẑi

k −Hi
kx̂

p
k)

= (I−Ki
kHi

k)x̂p
k + Ki

k ẑ
i
k

(1.5)

for the state estimate and

Ce
k = (I−Ki

kHi
k)Cp

k(I−Ki
kHi

k)T + Ki
kCz,i

k (Ki
k)T

= Cp
k −Ki

kHi
kCp

k .
(1.6)

for the corresponding error covariance matrix. In both formulas, the Kalman
gain

Ki
k = Cp

k(Hi
k)T(Cz,i

k + Hi
kCp

k(Hi
k)T)−1 (1.7)

=
(
(Cp

k)−1 + (Hi
k)T(Cz,i

k )−1Hi
k

)−1 (Hi
k)T(Cz,i

k )−1 (1.8)

is employed, which ensures an optimal combination in terms of a minimum
mean-squared error. These formulas are apparently not restricted to a single
measurement per time step; equations (1.5) to (1.7) can simply be repeated for
each available measurement. However, major difficulties arise when multiple
sensors provide measurements over a network or multiple state estimation
systems provide estimates to be fused.

1.2.2 Multisensor Systems and Networks
In line with the rapid advances made in sensor and network technologies,
there is a rising demand for distributed implementations of Kalman filter al-
gorithms. The intended benefits include scalability, mobility, and robustness
to failures. Sometimes, it is simply the need to use networked systems, e.g.,
in order to monitor a large-scale phenomenon, that calls for distributed state
estimation algorithms. From a visionary perspective, a network of sensor sys-
tems is capable of managing vast amounts of data, automatically responding
to unpredictable changes of network conditions and environment, and reor-
ganizing itself. In general, the design of state estimation algorithms cannot
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reflect these expectations without endangering reliability and compromising
quality of estimates.

Apparently, distributed state estimation algorithms have to take into ac-
count the network architecture and are subject to network effects such as
packet losses and delays. However, even a fully reliable network poses chal-
lenges to the task of estimating the system’s state. Section 1.3 reveals depen-
dencies between locally processed data as a major challenge for networked
state estimation. Solutions to this challenge have to be oriented towards the
underlying network architecture. More precisely, the state estimation algo-
rithm depends on where and when measurement data is to be processed. On
the basis of different, basic estimation architecture, sections 1.4, 1.5, and 1.6
discuss several approaches to overcome these challenges.

1.3 Sources of Dependent Information
The standard formulation of the Kalman filter in Sec. 1.2.1 assumes con-
ditional independence of measurements given the state, white process and
measurement noise, and just-in-time processing. Many practical applications
prevent these assumptions from being satisfied. In the last decades, much effort
has been spent on making the Kalman filter robust to realistic violations of
these assumptions. Extensions towards the treatment of dependencies due to
colored noise terms, for instance, have been addressed in [31] by state augmen-
tations. A processing of out-of-sequence measurements that may arise from
packet delays in a network can be achieved by accumulated state densities [16]
or delayed-state representations [10]. In general, the violated assumptions lead
to correlations, i.e., dependencies, that have to be properly treated. For ex-
ample, an out-of-sequence measurement cannot be deemed to be conditionally
independent of the current state anymore.

If dependencies across noise terms are known, the Kalman filter algorithm
can be altered so as to still provide an optimal estimate. However, depen-
dencies across different pieces of information in a networked system are often
difficult to keep track of and to trace back. In particular, identifying depen-
dencies becomes a serious problem if the network not only collects sensor
data, but also the Kalman filter algorithm itself is distributed over the net-
work [20]. While distributed and decentralized Kalman filter implementations
offer the advantage of handing over workload to the sensor nodes and of re-
ducing the overall communication load, strong correlations among the outputs
of the nodes can occur. The reason for this lies in the local acquisition and
(pre-)processing of sensor data that is required to distribute the processing
steps of the Kalman filter. In essence, the path data take to traverse the net-
work and the redundant use of models are sources of underlying correlations.
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FIGURE 1.1
Sensor node D is not aware of data from node A that has been processed in
node B as well as in node C.

1.3.1 Double-counting of Common Sensor Data
Double counting of data can be viewed as the most apparent reason for depen-
dencies between data sets of different sensor nodes [7]. In order to establish
efficient and communication-saving data transfers, the nodes do not simply
transmit raw sensor data but usually preprocess and fuse received data before
forwarding them. This leads to the problem that already processed informa-
tion is concealed in the processing results and might erroneously be processed
multiple times. Such a situation is depicted in Fig. 1.1 where node A sends
its data to node B and node C. Both node B and node C further process the
received data and transmit their results to node D. Node D is not in the posi-
tion to sort out that data from node A are included in both received data sets.
Processing in node D possibly leads to double-counting of data from node A.
As shown in the following example, double-counting leads to correlations.

Example: Suppose that each node observes the state x with iden-
tity measurement matrix H = I, where each measurement serves as
an estimate, i.e., x̂ = ẑ. Sensor node A provides a measurement x̂A
with error covariance matrix CA. This information is transmitted to
nodes B and C, which themselves have the observations x̂B and x̂C,
respectively. For the purpose of reducing the amount of data to
be transferred, both nodes combine the received measurement with
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their own measurement, i.e., x̃B = (I −KB) x̂B + KB x̂A and x̃C =
(I−KC) x̂C +KC x̂A, where KB and KC are some locally determined
gains. A node D that receives x̃B and x̃C without further information
is not aware of the correlations between them due to x̂A. They are
given by the cross-covariance term E[(x̃B−x)(x̃C−x)T] = KBCAKT

C .

1.3.2 Common Prior Information and Process Noise
The second important source of dependencies is caused by parallel processing
and modeling of the same noise terms. In particular, several Kalman filters
that run in parallel on the same estimation problem automatically output
correlated estimates. Correlations may already arise at the early initialization
stage of the local Kalman filters, i.e., an initialization of each estimator with
the same prior estimate implies a full correlation between the local estimates.
Besides possible common prior information, each Kalman filter usually em-
ploys the same state transition model (1.1) and hence incorporates the same
process noise in each prediction step. The problem of common process noise is
especially encountered in track-to-track fusion applications [1, 2] and decen-
tralized state estimation [13]. The effect of common process noise is elucidated
in the following example.

Example: At time k, two local Kalman filter implementations pro-
vide the estimates x̂e

A and x̂e
B on xk that are supposed to have inde-

pendent estimation errors, i.e., Ce
AB = E[(x̂e

A − xk)(x̂e
B − xk)T] = 0.

The local prediction steps, according to (1.3), yield x̂p
A = Ak x̂

e
A and

x̂p
B = Ak x̂

e
B (no input ûk). The predicted estimates now have corre-

lated errors, and the cross-covariance matrix yields

Cp
AB = E[(x̂p

A − xk)(x̂p
B − xk)T]

= E
[(

Ak x̂
e
A − (Ak xk + wk)

)(
Ak x̂

e
B −

(
Ak xk + wk)

)T]
= Ak Ce

AB AT
k + Cw

k = Cw
k .

The prediction step hence causes dependencies, which appear in form
of the process noise covariance matrix.

1.3.3 Strategies for Networked State Estimation
In order to appropriately treat dependencies arising from in-network process-
ing of estimates, the design of the Kalman filter algorithm heavily depends
on and has to be adapted to the underlying and desired network architecture.
Often, a coarse classification into centralized, distributed, and decentralized
estimation architectures is proposed, which takes into consideration where
sensor data is processed, when data is to be transmitted, and which knowl-
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edge nodes share. With this classification, different basic multisensor Kalman
filter concepts can accordingly be categorized [17, 20].

In a centralized architecture, a single node is charged with the task of pro-
cessing all the sensor data recorded in the network and computing an estimate.
Hence, all measurements have to be transmitted to a central node, which feeds
a Kalman filter with the entire data. Sec. 1.4 discusses multisensor filtering
principles. In order to reduce the amount of data to be communicated and
to relieve workload of the center node, distributed implementations of the
Kalman filter can be pursued. For distributed Kalman filtering, cooperative
nodes are typically required, and often still a central processing unit is present
to assemble a global estimate from the local processing results. Sec. 1.5 points
out that distributed estimation involves a tradeoff between an optimal esti-
mation quality and a high robustness to node and communication failures. A
decentralized architecture differs from a distributed one in that the estimation
problem is solved locally on each sensor node. The nodes are usually designed
to operate independently of each other and can share their information in
order to solve the estimation problem on a global level. While the nodes opti-
mize the estimation quality on a local scale, a decentralized network generally
cannot reach the estimation quality achieved by centralized or distributed ar-
chitectures, because dependencies between the local estimates often cannot be
reconstructed and exploited. Decentralized Kalman filtering lies in the focus
of Sec. 1.6.

1.4 Centralized Multisensor State Estimation
A centralized processing of the entire sensor data offers the advantage that
the conditional independence of the measurements can still be exploited and,
in particular, the standard Kalman filter formulas can be used. Therefore,
the problem of common process noise cannot occur in this setup, and double-
counting of data is avoided, for example, by labeling data. By contrast, each
node must transmit its sensor data to the central processing unit, which can
lead to high traffic, particularly in multi-hop networks. The first part of this
section discusses the processing of multisensor data within the Kalman fil-
ter. In the second part, the information form is used to efficiently preprocess
sensor data during transmission in order to reduce the amount of data to be
transmitted.

1.4.1 Multisensor Kalman Filtering
For the processing of multiple sensor data, two possibilities can essentially be
named. The set Zk = {ẑ1

k, . . . , ẑ
N
k } of measurements that are received at a time

step k can be processed either sequentially or en-bloc [3]. Each measurement
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is related to the state through the corresponding model (1.2). For a sequential
processing as illustrated in Fig. 1.2, the Kalman filter formulas (1.5), (1.6),
and (1.7) are applied recursively to each measurement, i.e.,

x̃e,1
k = (I−K1

kH1
k)x̂p

k + K1
k ẑ

1
k , C̃e,1

k = Cp
k −K1

kH1
kCp

k ,

x̃e,2
k = (I−K2

kH2
k)x̃e,1

k + K2
k ẑ

2
k , C̃e,2

k = C̃e,1
k −K2

kH2
k C̃e,1

k ,

...
...

x̂e
k = (I−KN

k HN
k )x̃e,N−1

k + KN
k ẑN

k , Ce
k = C̃e,N−1

k −KN
k HN

k C̃e,N−1
k

with Ki
k = C̃e,i−1

k

(
Hi

k)T(Cz,i
k + Hi

kC̃e,i−1
k (Hi

k)T)−1. The last equation yields
the filtering result, which is independent of the order of processing the mea-
surements.

Instead of performing N filtering steps, the measurement update can also
be carried out in a single step. For this, the measurements are concatenated
into a single vector ẑtotal

k := [(ẑ1
k)T, . . . , (ẑN

k )T]T. Similarly, the matrices Htotal
k

and Cz,total
k have to be compiled from local measurement and covariance ma-

trices in order to compute the en-bloc filtering result

x̂e
k = (I−Ktotal

k Htotal
k ) x̂p

k + Ktotal
k ẑtotal

k ,

Ce
k = Cp

k −Ktotal
k Htotal

k Cp
k ,

where the gain is given by

Ktotal
k = Cp

k

(
Htotal

k )T(Cz,total
k + Htotal

k Cp
k(Htotal

k )T)−1
.

This scheme is depicted in Fig. 1.3.
Both processing schemes require that all measurements taken at time

step k are available at the center node. With the help of state augmenta-
tions [16], also delayed measurements can be processed and also less frequent
data transfers can be established. However, the amount of data to be trans-
mitted is not reduced. A further problem in multi-hop networks is that nodes
without a direct link to the center node have to pass on their data to other
nodes. Hence, nodes in proximity to the center node might suffer from a high
load of transfers. The information form presented in the following section
allows to efficiently condense data along any communication path.

1.4.2 Information Filtering
The processing of multiple measurements consists of either nested Kalman
filtering steps or constructing a joint measurement vector and mapping. Both
ways are cumbersome for the central node. A distributable version of the
filtering step can be achieved by the information form [18] of the Kalman
filter, which became very popular in multisensor estimation problems and
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FIGURE 1.2
Sequential multisensor Kalman filtering.
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Information filtering with preprocessing of sensor data.
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essentially encompasses an algebraic reformulation. In place of the mean and
covariance matrix, the information vector

ŷ
k

:= C−1
k x̂k

and the information matrix

Yk := C−1
k

are considered. The measurements are also transformed according to

iik = (Hi
k)T(Cz,i

k )−1ẑi
k and Ii

k = (Hi
k)T(Cz,i

k )−1Hi
k .

The filtering step then only requires the computation of the simple sums

ŷe
k

= ŷp
k

+
N∑

i=1
iik = (Cp

k)−1x̂p
k +

N∑
i=1

(Hi
k)T(Cz,i

k )−1ẑi
k (1.9)

and

Ye
k = Yp

k +
N∑

i=1
Ii

k = (Cp
k)−1 +

N∑
i=1

(Hi
k)T(Cz,i

k )−1Hi
k (1.10)

for the information vector and information matrix, respectively. This refor-
mulation offers the significant advantage that parts of the sum can be carried
out along each communication path, i.e., each node can collect received infor-
mation vectors, combine them with its own information vector, and just needs
to forward a single information vector to the next node on the path.

The prediction step can also be formulated in terms of the information
parameters ŷe

k
and Ye

k. With Lk+1 := Ak(Ye
k)−1, the predicted information

matrix becomes

Yp
k+1 =

(
Lk+1Ye

kLT
k+1 + BkCu

kBT
k

)−1
,

and the predicted information vector yields

ŷp
k+1 = Yp

k+1
(
Lk+1 ŷ

e
k

+ Bk ûk

)
.

The corresponding state estimate is obtained through the simple reverse trans-
formations x̂k = Y−1

k ŷ
k
and Ck = Y−1

k for mean and covariance matrix,
respectively.

1.5 Cooperative Distributed State Estimation
The previous section has pointed out that the filtering step already allows for
a distributable reformulation by employing the inverse covariance form of the



12 Krantz Template

TABLE 1.1
Overview of distributed Kalman filtering schemes.

method local processing scheme requirements for
local processing

global
estimate

federated
Kalman filter

initialization and prediction
with covariance inflation

upper bound on
number of nodes

fusion at
center node,
suboptimal1
(conservative)

distributed
Kalman filter

initialization and prediction
with covariance inflation,
filtering with globalized
covariance matrix

total number of
nodes, all
measurement and
noise matrices

fusion at
center node,
optimal

hypothesizing
Kalman filter

initialization and prediction
with covariance inflation,
filtering with globalization and
correction matrix

hypothesis on
global measurement
capacity

fusion at
center node,
suboptimal2

consensus
Kalman filter

filtering with additional
consensus step on sensor data
or estimates

data from
neighboring nodes

synchronization,
asymptotically
optimal

1one-step optimal, 2optimal if hypothesis is correct

Kalman filter. However, the central node must access the measurement data
of each node and at each time step, which can turn out to be inefficient in
terms of communication and computation load. Distributed implementations
of the Kalman filter algorithm aspire to distribute the workload among the
participating nodes. In general, a central node is still present that finally puts
the nodes’ data together into an estimate of the state. In contrast to the
centralized multisensor Kalman filtering scheme, this is only necessary when
an estimate is requested and thereby significantly reduces the communication
rate. The main challenges that have to be addressed by the concepts in this
section refer to dependencies that can be traced back to the initialization step
and the problem of common process noise.

Distributed Kalman filtering, in general, requires a tradeoff between esti-
mation quality and robustness to node and communication failures. Table 1.1
provides an overview of the concepts to be discussed in the following. In partic-
ular, it is highlighted which knowledge must be accessible by the nodes, which
modifications to the local Kalman-filter-like processing schemes are necessary,
and where a global estimate is computed.

1.5.1 Federated Kalman Filtering
The federated Kalman filter [4, 5] is grounded on the idea that each node
runs its own Kalman filter, which computes an estimate based on the locally
available sensor data. For a global estimate, the local Kalman filter results then
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have to be fused by the central node. As stated in Sec. 1.3.2, the local Kalman
filters can neither be initialized with the same prior estimates nor employ
the standard process model without causing strong correlations between their
reported estimation errors. The federated Kalman filter therefore alters the
local initialization and prediction steps such that the local estimates have
independent error variances.

In order to avoid dependencies between the local processing results, the
joint estimation error

x̃k =

 x̂
e,1
k − xk

...
x̂e,N

k − xk

 =

 x̂
e,1
k
...

x̂e,N
k

−
 I
...
I

xk

is considered. If the local estimator of each node i ∈ {1, . . . , N} is initialized
with the same prior estimate (x̂p,i

0 ,Cp,i
0 ) := (x̂p

0 ,C
p
0), each cross-covariance

matrix becomes E
[
(x̂p,i

0 − xk)(x̂p,j
0 − xk)T] = Cp

0 , i, j ∈ {1, . . . , N}. This
implies that the joint error covariance matrix C̃0 = E[x̃0 x̃T

0 ] is fully occu-
pied. The federated Kalman filter replaces this joint covariance matrix by the
inflated joint covariance matrix

1
ω1

Cp
0 0 · · · 0

0 1
ω2

Cp
0

. . . ...
... . . . . . . 0
0 · · · 0 1

ωN
Cp

0

 ≥


Cp
0 Cp

0 · · · Cp
0

Cp
0 Cp

0
. . . ...

... . . . . . . Cp
0

Cp
0 · · · Cp

0 Cp
0

 = C̃0 (1.11)

with
∑N

i=1 ωi = 1 and ωi ≥ 0, which then implies that each sensor node is
initialized with (x̂p,i

0 ,Cp,i
0 ) := (x̂p

0 ,
1

ωi
Cp

0). With the initial error covariance
matrix Cp

0 multiplied by 1
ωi
, the initial estimates can then be deemed as

independent. This technique is known as covariance inflation [8, 24] and is
mainly used for the treatment of unknown correlations between estimation
errors (see Sec. 1.6). The inflation parameters ωi depend on the number N of
participating nodes.

The federated Kalman filtering primarily aims at counteracting the prob-
lem of common process noise. As explained in Sec. 1.3.2, dependencies in form
of the process noise covariance matrix Cw

k are caused by the prediction step,
i.e., E

[
(Ak x̂

e,i
k −xk+1)(Ak x̂

e,j
k −xk+1)T] = Cw

k , i 6= j is the cross-covariance
matrix between two local, independent estimates x̂e,i

k and x̂e,j
k after prediction.

For this reason, again an inflated version
1

ω1
Cw

k 0 · · · 0

0 1
ω2

Cw
k

. . . ...
... . . . . . . 0
0 · · · 0 1

ωN
Cw

k

 ≥


Cw
k Cw

k · · · Cw
k

Cw
k Cw

k

. . . ...
... . . . . . . Cw

k

Cw
k · · · Cw

k Cw
k

 (1.12)
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of the joint process noise matrix with
∑N

i=1 ωi = 1 and ωi ≥ 0 is used.
The prediction of each local estimate (x̂e,i

k ,Ce,i
k ) at time k is then computed

according to
x̂p,i

k+1 = Ak x̂
e,i
k

and
Cp,i

k+1 = AkCe,i
k AT

k + 1
ωi

Cw
k . (1.13)

Compared to the standard prediction formulas (1.3) and (1.4), the only differ-
ence lies in the inflated process noise matrix 1

ωi
Cw

k . However, this modification
allows to construct the cross-covariance terms

E
[
(Ak x̂

e,i
k − xk+1)(Ak x̂

e,j
k − xk+1)T] =

{
AkCe,i

k AT
k + 1

ωi
Cw

k , i = j ,

0 , i 6= j ,

i.e., the errors of the predicted estimates are regarded as being uncorre-
lated. More precisely, by using the left-hand sides of the inequalities (1.11)
and (1.12), the local estimation errors can be deemed to be independent.
Hence, there is no need to store and reconstruct any dependencies between
the local estimates.

The filtering of local measurements can simply be carried out by applying
the standard Kalman filter formulas (1.5) and (1.6) locally. In the central node,
a global estimate can be formed by combining1 the local estimates according
to

x̂fus
k = Cfus

k

N∑
i=1

(Ce,i
k )−1x̂e,i

k (1.14)

and

Cfus
k =

(
N∑

i=1
(Ce,i

k )−1

)−1

. (1.15)

This fusion result is optimal in terms of the mean-squared error when only
a single prediction and filtering step takes place before fusion. After several
processing steps, the federated Kalman filter generally does not reach the
quality of the schemes from Sec. 1.4, i.e., the federated Kalman filter is opti-
mal when a fusion and reinitialization takes place after each time step and is
otherwise suboptimal. With the bounds (1.11) and (1.12), conservative esti-
mates are computed so that nodes may also fail and still a valid fusion result
is attainable.

1.5.2 Optimal Distributed Kalman Filtering
The distributed Kalman filter [9, 15] can be characterized as a further devel-
opment of the federated Kalman filter and provides the optimal estimation

1This combination corresponds to the optimal fusion formulas discussed in Sec. 1.6.1 in
the case of independent estimates.
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result after any number of time steps while the federated formulation is only
optimal in special cases. Given the prior knowledge (x̂p

0 ,C
p
0), each local node

can be initialized with

(x̄p,i
0 , C̄p

0) := (x̂p
0 , N ·Cp

0) , (1.16)

which resembles the inflation technique (1.11) for the federated Kalman filter
when each factor is set to ωi = 1

N , and N is the number of nodes in the
network. The node index i in C̄p

0 is omitted as this matrix is the same for
each node.

The prediction step performed by each node is also similar to the federated
Kalman filter. For the system model (1.1) without input, each node processes
its parameter set (x̄e,i

k , C̄e
k) according to

x̄p,i
k+1 = Ak x̄

e,i
k (1.17)

and
C̄p

k+1 = AkC̄e
kAk +N ·Cw

k , (1.18)

where C̄p
k+1 is the same for each node as long as they have the same C̄e

k.
Furthermore, (1.18) is identical to the federated prediction step (1.13) for
ωi = 1

N . If the relationship

x̂e
k = 1

N

N∑
i=1

x̄e,i
k and Ce

k = 1
N

C̄e
k (1.19)

holds for the local estimates (x̄e,i
k , C̄e

k), i.e., (1.19) gives the centrally optimal
estimate, then the same holds for the predicted results (x̄p,i

k+1, C̄
p
k+1).

The filtering step significantly differs from the federated Kalman filter. A
locally available measurement ẑi

k at time k is combined with x̄p,i
k+1 through

x̄e,i
k = C̄e

k

(
(C̄p

k)−1 x̄p,i
k + (Hi

k)T(Cz,i
k )−1 ẑi

k

)
, (1.20)

which is similar to the standard update (1.5) with the inverse covariance
gain (1.8). However, the difference lies in the matrix C̄e

k which is computed
by

C̄e
k =

(
(C̄p

k)−1 + (C̄z
k)−1

)−1
, (1.21)

where the globalized measurement covariance matrix

(C̄z
k)−1 = 1

N

N∑
j=1

(Hj
k)T(Cz,j

k )−1Hj
k (1.22)

instead of only (Hi
k)T(Cz,i

k )−1Hi
k is used. More precisely, the matrix (1.22)

incorporates the sensor parameters of all nodes in the network, i.e., all mea-
surement and noise matrices. With this globalized covariance matrix, the local
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updates (x̄e,i
k , C̄e

k) again share the same parameter C̄e
k. Of course, the vec-

tors x̄e,i
k are different from each other due to the local measurement outcomes

in (1.20). It is important to notice that none of the sets (x̄e,i
k , C̄e

k) represents a
valid state estimate, because both x̄e,i

k and C̄e
k have been computed with the

aid of the globalized matrix (1.21) instead of the matrices (Hi
k)T(Cz,i

k )−1Hi
k,

which refer only to the local measurement model.
The reason for the globalization becomes apparent when the fusion result

at the center node is scrutinized. The fusion formulas are given by the invariant
relation (1.19), which yields

(Cfus
k )−1 =

( 1
N

C̄e
k

)−1
= N(C̄p

k)−1 +N(C̄z
k)−1

= (Cp
k)−1 +

N∑
j=1

(Hj
k)T(Cz,j

k )−1Hj
k ,

(1.23)

for the fused covariance matrix and

x̂fus
k = 1

N

N∑
i=1

x̄e,i
k = 1

N

N∑
i=1

C̄e
k

(
(C̄p

k)−1 x̄p,i
k + (Hi

k)T(Cz,i
k )−1 ẑi

k

)
= Cfus

k

N∑
i=1

(C̄p
k)−1 x̄p,i

k + Cfus
k

N∑
i=1

(Hi
k)T(Cz,i

k )−1 ẑi
k

= Cfus
k (Cp

k)−1x̂p
k + Cfus

k

N∑
i=1

(Hi
k)T(Cz,i

k )−1 ẑi
k

(1.24)

for the fused estimate, where the invariant relation (1.19) has also been em-
ployed for x̄p,i

k and C̄p
k. These fusion formulas resemble the formulas (1.9)

and (1.10) of the information filter. Hence, the optimal estimate is obtained
as if all sensor data have been processed by a centralized Kalman filter. In
contrast to the centralized concepts in Sec. 1.4, measurements can here be
processed locally and need only to be transferred to the center unit when an
estimate is requested. However, the globalization (1.21) clearly demonstrates
that this approach may suffer from strict requirements regarding the local
availability of knowledge about utilized models. Each sensor node must be in
the position to compute the globalized covariance matrix (1.22) and therefore
must be aware of the other nodes’ sensor models, i.e., of the measurement
matrices Hi

k and noise matrices Cz,i
k of each other node. In particular, this

means that the optimal distributed Kalman filter is not robust to commu-
nication and node failures. The local parameters (x̄e,i

k , C̄e
k) itself provide no

information about the state, and they must be available to the center node in
their entirety before an estimate of the state can be computed. This stands in
contrast to the federated Kalman filter, which provides valid local estimates
and is more robust.
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1.5.3 Hypothesizing Kalman Filtering
The distributed Kalman filter suffers from the severe problem that any failure
prevents an unbiased estimate to be computed. If any failure occurs and is not
reported to every node, the correct globalized matrix (1.21) cannot be derived.
As a further consequence, each incorrect globalized matrix affects subsequent
processing and fusion steps, and a valid estimate cannot be obtained anymore.
This problem can be addressed by correction matrices ∆e,i

k that are computed
in line with the local parameters (x̄e,i

k , C̄e
k) [26, 27]. With the aid of the corre-

sponding correction matrix, each parameter x̄e,i
k can be transformed into an

unbiased estimate
x̃e

k = (∆e,i
k )−1 x̄e,i

k (1.25)
with E[x̃e

k − xk] = 0, i.e., the matrix ∆e,i
k effects a debiasing of x̄e,i

k .
If the initialization of the local parameters is carried out by means of (1.16),

the prior correction matrix at each node i is the identity ∆p,i
0 = I. At a time

step k, the prediction formulas (1.17) and (1.18) are accompanied with the
update

∆p,i
k+1 = Ak ∆e,i

k A−1
k

of the current correction matrix ∆e,i
k , which gives the unbiased estimate

x̃p
k+1 = (∆p,i

k+1)−1 x̄p,i
k+1 = Ak (∆e,i

k )−1 x̄e,i
k = Ak x̃

e
k .

This result complies with the prediction of the unbiased estimate (1.25) and,
hence, is still unbiased.

In the filtering step, the corresponding correction matrix is given by

∆e,i
k = C̄e

k

(
(C̄p

k)−1 ∆p,i
k + (Hi

k)T(Cz,i
k )−1 Hi

k

)
,

where C̄p
k is the predicted globalized matrix (1.18), and C̄e

k is the updated
globalized matrix (1.21). With these matrices, any local parameter x̄e,i

k can
be turned into an unbiased estimate of the state, irrespective of whether the
globalized matrix (1.22) has been computed correctly or failures have hap-
pened.

The correction matrices are of particular use when a fusion result is to
be computed, but errors and node failures may have occurred during the
local processing. Even missing data at the central node can be treated. Let
M ⊆ {1, . . . , N} contain the indices of those nodes whose data are available
to the center node. There, the fused parameter

x̄fus
k = 1

N

∑
i∈M

x̄e,i
k

can be computed according to (1.24). Due to node failures or missing data,
x̄fus

k is potentially biased, but with the aid of the fused correction matrix

∆fus
k = 1

N

∑
i∈M

∆e,i
k ,
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the unbiased state estimate

x̃fus
k = (∆fus)−1 x̄fus

k

is obtained.
The presented technique cannot only be used to make the distributed

Kalman filter robust to node and communication failures, but can also be
employed to replace the globalized covariance matrix (1.22) by a hypothesis
on the global measurement capacity such that each node does not need to have
access to each other node’s sensor models. More precisely, the hypothesizing
Kalman filtering scheme can be employed to assess the global measurement
performance of the entire network without the need to assess the measurement
quality of each node separately. Compared to the centralized Kalman filter
from Sec. 1.4, the hypothesizing Kalman filter provides suboptimal estimates.
If the hypothesis coincides with the actual globalized covariance matrix, the
fusion result is even optimal.

1.5.4 Consensus Kalman Filtering
Consensus Kalman filtering [22, 23] has become a well-known concept for
distributed state estimation and pursues a different strategy compared to the
previously considered filtering schemes. A global estimate on the state is not
computed at a central unit, but the nodes agree on a consensus estimate. This
idea is justified by the perception that each sensor node provides an estimate
that refers to the same state.

Essentially, two different possibilities have been studied to arrive at a con-
sensus. Either a consensus on sensor data is aspired [22], or a consensus on
estimates is computed [23]. It is an interesting fact to note that the local
processing that is required for a consensus on sensor data bears considerable
resemblance to the optimal distributed Kalman filter from Sec. 1.5.2. At the
initialization step, each node is also provided with an inflated covariance ma-
trix, i.e.,

(x̄p,i
0 , C̄p,i

0 ) := (x̂p
0 , N ·Cp

0) ,
where N is the number of nodes in the network. For every local estimate
(x̄e,i

k , C̄e,i
k ) at time k, the same number is used in prediction step

x̄p,i
k+1 = Ak x̄

e,i
k

and
C̄p,i

k+1 = AkC̄e
kAk +N ·Cw

k

in order to inflate the process noise matrix.
In the filtering step, the local prior information (x̄p,i

k , C̄p,i
k ) is updated

according to

x̄e,i
k = C̄e

k

(
(C̄p

k)−1 x̄p,i
k + z̄k

)
, (1.26)
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and
C̄e

k =
(

(C̄p
k)−1 + (C̄z

k)−1
)−1

. (1.27)

If the parameters z̄k and C̄z
k would be given by

z̄k = 1
N

N∑
i=j

(Hj
k)T(Cz,j

k )−1 ẑj
k (1.28)

and

(C̄z
k)−1 = 1

N

N∑
j=1

(Hj
k)T (Cz,j

k )−1 Hj
k , (1.29)

then (1.26) corresponds to the multisensor filtering formulas (1.9) while (1.29)
overestimates the true error covariance matrix (1.10) by factor N . Hence,
each local x̄e,i

k would yield the globally optimal estimate x̂e
k. Note that (1.29)

complies with (1.22), but (1.28) differs from the measurement used in (1.20).
As the global parameters (1.28) and (1.29) are not available to each node,

a consensus algorithm is used to approximate these parameters. Each node
sends its sensor data to its neighboring nodes N (i) ⊆ {1, . . . , N}, where each
local filtering step is accompanied by the consensus steps

z̄k = Wii (Hi
k)T(Cz,i

k )−1 ẑi
k +

∑
j∈N (i)

Wij (Hj
k)T(Cz,j

k )−1 ẑj
k

and
(C̄z

k)−1 = W∗
ii (Hi

k)T (Cz,i
k )−1 Hi

k +
∑

j∈N (i)

W∗
ij (Hj

k)T (Cz,j
k )−1 Hj

k .

These parameters then enter into equations (1.26) and (1.27). Many possi-
bilities can be named to determine the weighting matrices Wij and W∗

ij .
Examples are nearest neighboring or Metropolis weights [29].

Consensus Kalman filtering offers the advantage that no central processing
unit is required, and an estimate can be retrieved from every node. In this
regard, consensus filtering can also be viewed as a decentralized processing
scheme. However, the focus lies on a cooperative solution of the estimation
problem in form of synchronized estimates. The local performance is not opti-
mized, and a potential disadvantage is the problem that, in general, the error
covariance matrix (1.27) does neither represent the actual error nor is a valid
bound.

1.6 Decentralized State Estimation and Data Fusion
Distributed Kalman filtering usually relies on nodes that closely cooperate
with each other. Even a single failure may bring down the entire system such
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TABLE 1.2
Overview of data fusion techniques.

method knowledge about
dependencies

fusion result

Bar-Shalom/Campo fusion dependencies are entirely known optimal

ellipsoidal intersection unknown common sensor data conservative

covariance intersection dependencies are unknown conservative

that no estimate can be provided, as in the optimal distributed scheme from
Sec. 1.5.2. This stands in stark contrast to a decentralized processing. In de-
centralized estimation architectures, sensor nodes are essentially intended to
operate independently of each other without being reliant on a central pro-
cessing unit. They can share information with each other for the purpose of
solving the estimation problem on a higher, cooperative level, but the primary
goal is to optimize the local estimation performance.

In this section, it is assumed that each node is in the position to optimally
process local sensor data according to the standard Kalman filter formulas
from Sec. 1.2.1 and to provide an estimate on the state. In contrast to dis-
tributed schemes, local prediction and filtering steps generally do not need
to be altered but are accompanied by data fusion as a third processing step.
Estimates can be exchanged between nodes, and data fusion contributes to
significantly improving the local estimation quality. Due to the independent
local processing, dependencies between the estimates to be fused typically
remain concealed. Even if dependencies are known and can be exploited, op-
timal fusion does not provide the same results as the centralized processing
of measurements in Sec. 1.4.

The data fusion concepts discussed in the following subsections differ from
one another in the amount of information that can be exploited. As discussed
in Sec. 1.3, double-counting of sensor data and common process noise cause
dependencies and have to be addressed. Either the dependency structure can
be reconstructed or has to be bounded conservatively. Ignored dependencies or
the erroneous assumption of independence may lead to biased fusion results.
For each of the following concepts, two estimates (x̂A,CA) and (x̂B,CB) pro-
vided by sensor nodes A,B ∈ {1, . . . , N} are considered which are to be fused
at node A. Table 1.2 gives an overview of the considered fusion strategies.

1.6.1 Optimal Fusion
The Bar-Shalom/Campo formulas [2] represent the optimal solution to the
fusion problem and are well-known in multisensor tracking applications. These
formulas can be applied when the cross-covariance matrix CAB is known or
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can be reconstructed. By means of the gain

Kfus = (CA −CAB)(CA + CB −CAB −CBA)−1 ,

the fused estimate
x̂fus = (I−Kfus) x̂A + Kfus x̂B (1.30)

with error covariance matrix

Cfus = CA −Kfus (CA −CBA) (1.31)

can be computed. As mentioned before, the fusion result (x̂fus,Cfus) does not
represent the optimal Kalman filter estimate given all the measurements that
have been used to compute both estimates x̂A and x̂B. The fusion result is
optimal in a maximum-likelihood sense [6].

The Bar-Shalom/Campo formulas can be generalized to Millman’s for-
mulas [28] that allow for a simultaneous fusion of more than two estimates.
The prerequisite of full knowledge of the cross-covariance terms constitutes
a significant drawback of the optimal fusion technique since bookkeeping of
the joint cross-covariance matrix is expensive in terms of both storage and
processing requirements.

1.6.2 Ellipsoidal Intersection
In the situation that the estimates share common data and no other source of
dependent information is present, a conservative fusion result can be achieved
by means of the ellipsoidal intersection technique [29, 30]. In particular, the
algorithm can be employed when no local prediction steps take place or the
process noise is negligible such that the problem of common process noise does
not occur.

The underlying idea is to remove the “maximum” possible common infor-
mation from the fusion result. For this, the information form of the estimates is
considered, i.e., ŷA = YA x̂A and ŷB = YB x̂B with YA = C−1

A and YB = C−1
B ,

respectively. The assumption that only common data cause dependencies im-
plies that each estimate can be decomposed into

ŷA = ŷI
A + ȳ and YA = YI

A + Ȳ (1.32)

and
ŷB = ŷI

B + ȳ and YB = YI
B + Ȳ (1.33)

where ȳ denotes the common information vector with information matrix Ȳ.
ŷI

A and ŷI
B represent information that is independent of each other. The opti-

mal fusion result would then be obtained through

ŷopt = ŷI
A + ŷI

B + ȳ = ŷA + ŷB − ȳ
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and
Yopt = YI

A + YI
B + Ȳ = YA + YB − Ȳ ,

where on the right-hand side the parameters ȳ and Ȳ have to be removed so as
to prevent double counting. As the common information ȳ and Ȳ is unknown,
these terms have to be “maximized”. From (1.32) and (1.33), the inequalities

YA ≥ Ȳ and YB ≥ Ȳ

can be deduced, which corresponds to the inequalities

CA ≤ C̄, CB ≤ C̄,

for the covariance matrices. C̄ is computed as the smallest covariance ellipsoid
circumscribing the covariance ellipsoids of CA and CB , which is the Löwner-
John ellipsoid. With the diagonalizations

CA = QA DA Q−1
A and D−

1
2

A Q−1
A CB QA D−

1
2

A = QB DB Q−1
B ,

the smallest upper bound C̄ yields

C̄ = QA D
1
2
A QB D̄ Q−1

B D
1
2
A Q−1

A ,

where the diagonal matrix D̄ has the entries (D̄)ii = max{1, (DB)ii}, i =
1, . . . , nx. The resulting matrix C̄ can then be used to compute the conserva-
tive fusion result

x̂EI = CEI
(
C−1

A x̂A + C−1
B x̂B − C̄−1 x̄

)
and

CEI =
(
C−1

A + C−1
B − C̄−1)−1

with

x̄ =
(
C−1

A + C−1
B − 2C̄−1)−1 ((C−1

B − C̄−1)x̂A + (C−1
A − C̄−1)x̂B

)
.

The last equation is prone to numerical instabilities since C̄ is a tight approx-
imation. With a small γ > 0, the terms C−1

A − C̄−1 + γI and C−1
B − C̄−1 + γI

become strictly positive definite.

1.6.3 Covariance Intersection
The covariance intersection algorithm [12, 13] has developed into the most im-
portant concept for decentralized data fusion. While the Bar-Shalom/Campo
fusion formulas are reliant on a complete knowledge about the underlying de-
pendencies, covariance intersection pursues the opposite direction and does
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not require any knowledge about the dependency structure. However, this ad-
vantage is paid with less informative estimation results. The fusion of the two
estimates (x̂A,CA) and (x̂B,CB) is performed according to

x̂CI = CCI
(
ωC−1

A x̂A + (1− ω) C−1
B x̂B

)
(1.34)

for the fused estimate and

CCI =
(
ωC−1

A + (1− ω) C−1
B
)−1 (1.35)

for the corresponding error covariance matrix. The weighting parameter
ω ∈ [0, 1] is usually determined to minimize the trace or determinant of the
covariance matrix (1.35), which is a convex optimization problem. Also, ap-
proximate closed-form [19], information theoretic [11], and set-theoretic [25]
solutions have been proposed. The CI algorithm yields covariance-consistent
estimates with

CCI ≥ E
[
(x̂CI − xk)(x̂CI − xk)T] ,

irrespective of the actual cross-covariance matrix CAB = E[(x̂A − xk)
(x̂B − xk)T] and choice of ω, provided that (x̂A,CA) and (x̂B,CB) are con-
sistent estimates.

Covariance Bounds

The covariance intersection algorithm can also be derived in terms of upper
bounds on the joint error covariance matrix. For the purpose of fusing two esti-
mates (x̂A,CA) and (x̂B,CB), the covariance bounds algorithm [8, 24] provides
the conservative approximation[ 1

ω CA 0
0 1

1−ω CB

]
≥
[

CA CAB
CBA CB

]
= E

[([
x̂A
x̂B

]
−
[
I
I

]
x

)([
x̂A
x̂B

]
−
[
I
I

]
x

)T]
of the joint error covariance matrix with ω ∈ (0, 1). This bound again holds
for every possible cross-covariance matrix CAB. By employing the bound as
the current joint MSE matrix, the estimates are deemed to be uncorrelated,
and the estimates can be fused as if they are independent. More precisely, the
estimates are replaced by (x̂A,

1
ω CA) and (x̂B,

1
1−ω CB) with inflated covariance

matrices. Their fusion result directly yields (1.34) and (1.35).

Split Covariance Intersection

Partial knowledge about independent information can be incorporated into
the covariance intersection algorithm. With split covariance intersection [13],
independent parts of the local estimates can be exploited. For the local error
covariance matrices

CA = CI
A + CD

A
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and
CB = CI

B + CD
B ,

where CI
A and CI

A refer to parts that are known to be independent. The fusion
result can then be computed according to

x̂sCI = CsCI

(
ω
(
ωCI

A + CD
A
)−1

x̂A + (1− ω)
(
(1− ω)CI

B + CD
B
)−1

x̂B

)
and

C−1
sCI = ω

(
ωCI

A + CD
A

)−1
+ (1− ω)

(
(1− ω)CI

B + CD
B

)−1

=
(
CI

A + 1
ω

CD
A

)−1
+
(
CI

B + 1
1− ωCD

B

)−1
,

where ω ∈ [0, 1] is again chosen to fulfill some optimality criterion. In order to
apply split covariance intersection, it is apparently not necessary to also split
the according estimates x̂A and x̂B into dependent and independent parts. In
terms of covariance bounds, split covariance intersection complies with the
outer approximation[

CI
A 0

0 CI
B

]
+
[ 1

ω CD
A 0

0 1
1−ω CD

B

]
≥
[
CI

A 0
0 CI

B

]
+
[

CD
A CD

AB
CD

BA CD
B

]
of the joint error covariance matrix, which is then utilized to fuse the estimates.

Covariance bounds also provide the means to exploit partial informa-
tion [21] about cross-covariance terms CC

AB, i.e.,[
CC

A CC
AB

CC
BA CC

B

]
+
[ 1

ω CD
A 0

0 1
1−ω CD

B

]
≥
[

CC
A CC

AB
CC

BA CC
B

]
+
[

CD
A CD

AB
CD

BA CD
B ,

]
where the superscript D again represents parts with unknown dependencies. In
order to exploit the left-hand side for fusion, the estimates (x̂A,CC

A + 1
ω CD

A ) and
(x̂B,CC

B + 1
ω CD

B ) are fused by means of the Bar-Shalom/Campo formulas (1.30)
and (1.31) with the known cross-covariance term CAB = CC

AB.

1.7 Conclusions
Kalman filtering in networked systems of sensor nodes is a multi-faceted prob-
lem. The design of state estimation concepts cannot be detached from the
technical and operational aspects of a network but can be abstracted from
concrete technical realizations of a network. The problems faced by designers
of state estimation architectures can be boiled down to the proper treatment of
dependent information shared by different nodes. Dependencies mainly arise
from double-counting of sensor data and local state transition models that
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share the same process noise term, and their treatment is oriented towards
the underlying estimation architecture.

Centralized, distributed, and decentralized Kalman filtering schemes have
been studied. In a centralized estimation system, a single Kalman filter has
access to all sensor data. The high transmission rates are costly in terms of
communication and computation requirements, but offer the advantage that
the conditional independence of measurement data can still be exploited. In
this regard, the information form of the Kalman filter appears to be most
appropriate. Distributed implementations pursue the goal to distribute the
workload among the sensor nodes and to reduce the frequency of data trans-
fers. A close-to-optimal estimation quality and robustness to failures are two
objectives that cannot be achieved simultaneously, and different concepts to
reach a compromise between these objectives have been discussed. Decentral-
ized state estimation is concerned with the question of how to fuse Kalman
filter estimates. The optimal choice of a fusion strategy depends upon the
knowledge about the underlying dependency structure. Known dependencies
between the estimates to be fused can be exploited while unknown dependen-
cies have to be treated conservatively so as to avoid erroneous fusion results.
The more knowledge is available, the more informative the fusion result will
be.
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